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Abstract

In [1], Liskov et al. present the idea of a tweakable block-cipher. A tweakable block-cipher
accepts an extra input, called the tweak, that modifies the behavior of the permutation. Liskov
et al. go on to introduce two tweakable block-ciphers and three constructions that utilize them
as primitives. In this paper we will prove the insecurity of their Tweak Chain Hash mode of
operation when the underlying tweakable block-cipher is either of the two they describe.

Update Feb 1, 2006: These attacks were known by Black, Cochran, and Shrimpton
before I came up with them in December 2003. They subsequently published a paper in Eu-
rocrypt 2005. One should reference their paper when citing these attacks. Check my web site
http://www.cse.ucsd.edu/~tristenp/ for more details.

1 Introduction

Tweakable block-ciphers are a new concept introduced by Liskov et al. These constructions pro-
vide variability: the observed behavior of the permutation is modified for each input tweak. This
variability captures in a lower level primitive what most encryption and authentication schemes
go at great lengths to introduce in higher-level modes of operation. Take, for example, the well
known CBCS$ encryption scheme, which utilizes previous blocks’ output to provide variability in
the output of each subsequent block.

Liskov et al. purport, and rightly so, that tweakable block-ciphers when used as a primitive
in constructing schemes will allow for much easier proofs of security. They give two examples of
tweakable block ciphers, an encryption scheme T'weak Block Chaining, a hash function construction
Tweak Hash Chaining, and a tweakable block-cipher implementation of the OCB (Offset Codebook)
mode of operation proposed by Rogaway et al. in [2].! They proved the security of their two tweak-
able block-ciphers and their modified OCB mode, but left the security of Tweak Block Chaining
and Tweak Hash Chaining as open questions.

Our contribution includes an exploration of the (in)security of Tweak Hash Chaining. In the
next section we briefly review Tweak Hash Chaining and definitions pertinent to our formalisms. In
section 3 we prove T'weak Hash Chaining insecure when the first construction is used, in section 4
we prove it insecure using the second construction. We conclude in 5.

2 Definitions

TWEAKABLE BLOCK-CIPHERS. A tweakable block-cipher is a function E:KxTx{0,1}" — {0,1}"
such that each Ex (T, ) is a permutation.

'A different implementation of OCB based on tweakable block-ciphers is given by Rogaway in [3].



TweAK CHAIN HasH (TCH). In TCH, a message M is split into n-bit blocks, where n is the block
size of the underlying tweakable block-cipher. If necessary, M can be padded with a 1 followed by
enough 0’s to make the length of the input a multiple of n. The tweak for the first block is a public
constant Ty, and the tweak of each subsequent block is the output of the previous block exclusive
or’d with the input of the previous block. Thus for a message M;||Ma, where |M;| = [Mz| = n,
TCH(M||M2) = Ex(Ex(To, My) @ My, My) @ Ms. For a diagram of TCH, see [1].

COLLISION RESISTANCE. Let H be a hash function. Then the advantage an adversary A has in the
collision-resistant sense against H is

Adv$RR(A) = Pr[K & K (M, My) — A(K) : My # My A H(M,) = H(M,)].

3 Insecurity of TCH with First Tweakable Block-Cipher

The first tweakable block-cipher described by Liskov et al. is Ex (T, M) = Ex (T & Ex(M)). We
will now show that there is an adversary with advantage 1 that will break TCH when the underlying
tweakable block-cipher is F.

Proposition. Let Ex (T, M) = Ex(T ® Ex(M)) and TCHg be the tweak chain hash function

that utilizes E as the underlying tweakable block-cipher. Then, there exists an adversary A such
that

cr2-kk _

and A’s running time is at most O(t + o), where ¢ is the running time of E and o is the length of
four message blocks.

Proof. Let the adversary A be defined as follows.

Adversary A(K)
M, = Tp
My =To || Ex(To) © To || To
return (M, Ma)

Recall that Tp is a publically known n-bit string. Then, we must show that TCHgz(M;) =
TCHg(Mz). We have that
TCHz(My) = TCHg(Ty)
= Ty ® Ex(To, To)

and that

TCHz(Mz) = TCHg(To|| Ex(To) @ To || To)
= Ex(Ex(TCHE(Tv), Ex(Ty) @ To) @ Ex(To) ® To, To) @ Tp
= Ex(Ex(To® Ex(To, To) ® Ex(Ex(To) ® Tp)) @ Ex(To) & Ty, To) & To

(
= Ex(Fx(Tyo) ® Ex(Ty) @ To, To) © To
(

= EK To,To) D To.



Therefore, TCH (M) = TCHz(Ms) and thus AdeTré‘IfI‘}‘E] (A) = 1. The resources used by A con-

sist only of the time to compute one tweakable block-cipher, ¢, plus some string handling overhead.
Thus, A’s running time is O(t + 0).0

4 Insecurity of TCH with Second Tweakable Block-Cipher

The second tweakable block-cipher given in [1] is EKJL(T, M) = Exg(M @& h(T)) ® h(T). In this
case h € H, where H is a family of e-AXUsy functions. For our purposes we do not care about
the specifics of H, refer to [1] for details about it. We will now prove that there is an adversary
that shows that TCH is insecure in the cr2-kk sense when the underlying tweakable block cipher is E.

Proposition. Let EKh(T, M) = Ex(M @ h(T)) © h(T) and let TCH be the tweak hash chain
function when E is used as the underlying block-cipher. Then there exists an adversary A such
that

cr2-kk _

and A’s running time is at most O(t + o), where ¢ is the running time of E and o is the length of
three message blocks.

Proof. Adversary A behaves as follows.

Adversary A(K;h)
M, = h(Tp)
My = h(To) || h(Ek(0))
return (Mp, Ms)

Now we must show that TCHz(M;) = TCHz(Mz). We have that

TCHz(My) = TCHz(WTp))
= Exn(To, h(Tp)) @ h(Tp)
= Eg(h(To) ® h(Tp)) ® h(To) @ h(Tp)
= FEk(0)

and that

TCHz(Mz) = TCHg(MTo)||h(EK(0)))
= Exn(Exn(To, h(Th)) @ h(Tp), M(Ek(0))) ® h(Ex(0))
= Exn(Ex(0), h(Ex(0))) & h(Ex(0))
= Ex(h(Ek(0)) @ h(Ex(0))) ® h(ExK(0)) ® h(Ex(0))
= Ex(0)® h(EK(0)) ® h(Ek(0))
—  Ex(0).

Therefore, we have that TCH (M) = TCHz(Mz) and Advfﬁéﬁé] (A) = 1. The resources that A

uses are at most O(t + o). O
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Conclusion

In this paper we have shown simple (albeit somewhat contrived) adversaries that can break TCH
when the underlying tweakable block-cipher is either of the constructions given in [1]. This is true
even though the security of those constructions has been proven. We have thus shown that the
security of TCH is not ensured by the security of the underlying tweakable block-cipher. This is a
serious weakness of TCH, and might imply that it has little value as a secure hash function.
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